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2A - Abstract 
 
 
The exponential growth of networking technology and increasingly efficient computing systems over the last few years has 
promoted the worldwide internetworking of almost everything from handheld PDAs to global positioning satellite systems. 
However, this seemingly giant leap for mankind has come at a very costly price – data security. According to the CSI/FBI 
statistics on e-crimes, more than US$ 2.9 million is lost every year in network intrusion and more than US$ 1.7 million in 
violation of proprietary electronic data12. 
 
This research paper will study different aspects of network security based on the layers of the Open Systems 
Interconnection (OSI) model. The introduction deals with a rough outline of the generic forms of network attacks and their 
degree of damage. Each of these different forms of attacks is then explored for each layer. Three or four of the most popular 
forms of attack are described in detail for each layer, along with countermeasures that can be implemented. 
 
Of all the layers in the OSI model, studies have shown that it is the network and session layers that usually take the brute of 
more attacks. A short summary at the end of this paper will attempt to briefly explain whether this is the case or not, and the 
reasons for the same. One of the key focuses of this paper will be three of the most popularly implemented technologies, 
Secure Socket Layer (SSL), IP Security (IPSec) and Public-Key encryption. This paper will briefly explain the reasons for 
their popularity and show why their simplicity makes them an irresistible offer for both software designers and network 
engineers. 
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3A - Introduction 
 
 
A network security attack is defined as any action that compromises the security of information on a network. Network 
security breaches usually take the form of either passive security threats or active security threats. Passive security threats3 
such as interception of data (Figure 1(b)) do not affect data integrity, but compromise data confidentiality. Active security 
threats3 on the other hand, violate data confidentiality and data integrity. Some of the more common active security threats 
are interruptions, modifications and fabrications (Figures 1(c), 1(d), 1(e)). 
 
In an interception of data, an attacker manages to infiltrate the normal flow of information between 2 terminals and is able 
to receive information passed over the network. Such an attack is a breach of data confidentiality and can be quite a critical 
issue with networks that deal in data such as bank account numbers or credit card transactions. Interruption of data is a less 
serious issue, as there is no breach of confidentiality. However, this attack too, can be quite serious in time-critical 
applications such as satellite positioning and emergency beacons. Modification and fabrication of data are quite similar to 
each other and are both equally damaging. Attackers can take advantage of a variety of security flaws to mislead terminals, 
disable networks and wreak other forms of havoc. 
 
 

 
 

Figure 1(a) : Normal flow of information 
 
 
 

 
 

Figure 1(b) : Interception of data 
 
 
 

 
 

Figure 1(c) : Interruption of data 
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Figure 1(d) : Modification of data 
 
 

 
 

Figure 1(e) : Fabrication of data 
 
 
The Open Systems Interconnection (OSI) model was developed by the International Organization for Standardization (ISO) 
as a framework for developing protocol standards4. It consists of seven distinct layers, each with specifically designated 
functions. This paper will discuss network security at different layers of the Open Systems Interconnection (OSI) model as 
shown in Table 1, with appropriate references made to the IEEE 802 model based on a TCP/IP architecture. 
 
 

Table 1 : Security issues for different layers of the OSI and IEEE 802 TCP/IP models1 
 

OSI Model IEEE 802 
& TCP/IP 

Sample 
device Common security options Common security exploits 

Application 

Application filter firewall 
User passwords 
Smart cards 
Biometric identification 

Brute-force password hacks 
Dictionary password hacks 
Application masking 

Presentation 
Symmetric Encryption 
Asymmetric Encryption 
One-way hash functions 

Brute-force decryption 
Key leakout 

Application 

Session 

User 
Terminal 
Gateway 

User filter firewall  
SOCKS 
Kerberos 

DNS spoofing 
Message flooding 
Distributed denial of service 

Transport 
TCP/UDP L4 

Switch 

Port filter firewall 
Secure Socket Layer (SSL) 
Transport Layer Security (TLS) 

Hyperlink spoofing 
TCP hijacking 
Denial of service 

IP 
Network 

Router 
L3 

Switch 

Network-layer firewall 
IP Security (IPSec) 
Virtual Private Networks (VPN) 

Source routing (External 
spoofing) 
IP source spoofing 

LLC 
Data Link 

MAC 

Bridge 
L2 

Switch 

Point-to-Point Tunneling 
(PPTP) 
Layer-2 Tunneling (L2TP) 

ARP cache poisoning  
MAC address table overload 
Eavesdropping 

Physical Physical UTP 
Cable 

Fiber optic media 
Spread spectrum freq hopping 

Private device intrusion 
Line tapping 



 7 

 
3B - Application Layer 
 
 
Overview 
 
 
The application layer of the OSI model is responsible for providing the end-user with a convenient interface through which 
he/she can access the network. It contains management functions and generally useful mechanisms to support distributed 
applications. In addition, general purpose applications such as file transfer, electronic mail and terminal access to remote 
computers are considered to reside at this layer4. Take for example, a user logging on to a terminal on a network. In order to 
secure the user’s identity when he/she accesses a protected resource on a network, the user is usually required to enter a 
password. At the same time, there are several other applications that exploit the fact that most resources on the internet are 
not be secured by passwords and can be equally hard hit by pure request overloading. Since the application layer acts as a 
direct interface with the user terminal, application security on a network can be interpreted in either of two ways – security 
in terms of a user gaining access to the application layer and security in terms of an application gaining access to the 
network. 
 
 
Security offered 
 
 
§ Application filter firewall/proxy 

 
An application filter firewall or proxy, is a specialized application or server program that runs on a physical 
firewall host or the local computer itself. It takes users requests for Internet services such as FTP, Telnet etc. and 
forwards them based on a fixed set of firewall rules.  In any connection over a firewall, both hosts never 
communicate with each other directly, but rather, communicate through a firewall/proxy. Direct routing on the IP 
layer between the intranet and the internet is disabled. In such a scenario, the proxy acts as a gateway. The 
advantage of an application-proxy based architecture is that only explicitly permitted applications are allowed to 
access the internet, which limits the damaging effects of Trojans and other distributed attack mechanisms13. 
 

 

Client AttackerApplication
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ATTACK.EXE

BROWSE.EXE

 
 

Figure 1 : Application firewall 
 
 

§ User passwords 
 
User passwords are probably the easiest to implement in the application layer. They require no complex hardware 
or software modifications at this layer and are convenient for the end user. However, they offer the least security as 
discussed above. Security can be further increased by increasing the length of the user password to, say for 
example, 16 alphanumeric characters, in which case it would take more than 1013 years to crack the password. 
However, since most users can’t memorize 16-character passwords without significant cues, password hackers tend 
to use more sophisticated dictionary cracks. 
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§ Smart cards 

 
Unlike other layers of the OSI model, the application layer is different in that, the level of security at the 
application layer is usually difficult to enhance, without actual physical changes. Smart cards usually hold highly 
complex user passwords or identifiers on simple circuits that can be read by terminal devices. This approach offers 
a higher degree of security than short user passwords, but falls victim to the fact that it doesn’t require too much 
effort to duplicate these cards if they fall into the wrong hands. 
 
 

§ Biometric Identification 
 
Biometric identification is a more sure-shot method of guaranteeing application security. It uses physical features 
of the human body such as retinal patterns, fingerprints, facial structure or even DNA patterns to uniquely identify 
users. Unlike the previous two methods, biometric passwords such as retinal patterns are incredibly difficult 
(almost impossible) to reduplicate and currently offer degrees of security ranging between 108 and 63000000 possible 
combinations2. However, unlike the other two layers, the biometric identifier in itself, is not tamper proof and is 
nothing but binary data. If a person manages to bypass the biometric scanner and enter the binary data directly, 
he/she can easily spoof someone’s biometric identifier. 

 
 
Common security exploits 
 
 
§ Brute-force password hacks 

 
Complicated as they may sound, brute-force password hacks quite simply try to log-in to an application by 
generating all possible password combinations and trying them one-by-one. Depending on the complexity of the 
password (which is usually restricted to alphanumeric characters) and the speed of the computing system used, 
most common user passwords can be cracked quite easily. Take for example, an Intel Pentium 1GHz based 
computing system, which can process an average of 5 x 108 ASCII operations per second. Assuming that the login 
verification system processes passwords with a negligible delay, the typical 7-character alphanumeric user 
password (63 possible variations per character) can be cracked by trial-and-error in under 2 hours. 
 
 

§ Dictionary password hacks 
 
Unlike brute-force password hacks, dictionary password hacks make use the fact that most people use password 
cues such as their place of birth or other common English words. Dictionary password hacks attempt to guess 
various combinations of possible passwords that the user might have used, based on a pre-defined password 
dictionary. Unlike brute-force cracks, dictionary password cracks need to be customized for different users. 
 
 

§ Application masking 
 
A key restriction of application firewalls is that they can only work to restrict communication based on a fixed set 
of rules. Newer types of security exploits use a technique known as application masking. An attacker can load an 
application on a user terminal which masks itself as a common application on that user’s terminal (such as a 
browser) and communicate data back to the attacker under the guise of a browser. Such an attack would be a 
serious breach of data security. 
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Figure 1 : Application masking 
 

 
3C - Presentation Layer 
 
 
Overview 
 
 
The presentation layer defines the format of the data to be exchanged between applications and offers application programs 
a set of data transformation services. It defines the syntax used between application entities and provides for the selection 
and subsequent modification of the representation used. Examples of common services that are performed at this layer 
include data compression and encryption4. The presentation layer is critical for ensuring data integrity in end-to-end 
communication. 
 
 
Security offered 
 
 
§ Secret Key (Symmetric Encryption) 

 
Encryption helps to assure data confidentiality. The intended recipients are able to receive what was sent, but 
unintended parties simply receive garbage data. An encryption key is defined as a purpose-built algorithm or piece 
of computer code used to convert data stored in one format to another format. Secret key encryption uses identical 
keys to encrypt and decrypt data. The length of the ciphertext is the same as that of the original text plus some 
added overhead/padding. This is generally used for transmission and storage encryption with high privacy 
requirements. In addition, secret key encryption can also be used for identity authentication.  
 
Cryptographic algorithms are quite reliable if they aren’t easily broken by cryptanalysts. Publishing algorithms 
ensures comprehensive attempts at breaking the code, but keeping a cryptographic algorithm secret makes 
deciphering a message even impossible in some cases. Most common codes have algorithms that are well known 
and the key for a particular ciphertext can be found by exhaustive search (but as will be discussed later, the process 
will take incredible amounts of time without an incredibly lucky guess, for most algorithms) 
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Encrypted
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Figure 2 : Symmetric encryption 
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§ Public Key (Asymmetric Encryption) 

 
Public Key cryptography was invented in 1975. The public key can be used by anyone to send a message. The 
private key can be used as a sort of digital signature along with ‘hash algorithms’. In some schemes such as Pretty 
Good Privacy (PGP), the private key is used to encrypt the message, and the public key to encrypt the private key 
for transmission along with the message. Some of the more common Public Key encryption schemes Rivest-
Shamir-Adleman (RSA), Diffie-Hellman, DSS and Elliptic Curve are discussed below. 
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Figure 3 : Public key Encryption & Decryption 
 
 

  Rivest-Shamir-Adleman (RSA) Asymmetric Encryption 
 
RSA encryption uses variable-length keys, the most common of which is the 512-bit key3. Key generation 
involves choosing two large prime numbers, ‘p’ & ‘q’ (secret). The public key ‘e’, is a number relatively 
prime to (p-1)(q-1). The private key ‘d’ is the multiplicative inverse to e%((p-1)(q-1)). A major restriction in 
RSA encryption is that the message to be encrypted should be shorter than the key length3.  
 

  Diffie-Hellman Asymmetric Encryption 
 
Diffie-Hellman encryption uses a technique quite similar to that of RSA. It involves the choice of a single 
large prime number ‘q’ and another number ‘a’ smaller than ‘q’. A user in the communication process first 
selects a private key ‘Xn’ smaller than ‘q’ and uses it to generate a public key ‘Ya’ using the following 
equation Yn=nXn%q. In this manner two user keys Xa and Xb are shared and used to generate a mutual key 
K=Yb

Xa=Ya
Xb. 

 
  Pretty Good Privacy (PGP) 
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Figure 4 : Pretty Good Privacy (PGP) Public Key Encryption3 
 

 
§ One-way hash functions / Message digest algorithms 

 
A one-way hash function takes arguments of almost arbitrary length and compresses them to within a pre-
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determined maximum length. The basic idea behind message digest and one-way hash functions is to avoid the 
slow, time-consuming encryption process and use a simpler, but comparatively reliable technique to achieve the 
same results. The basic requirement for a hash function is generation of a hashing function H(x), for which it is 
difficult to trace back the function’s arguments if one does not know the proper hashing-key. 

 
Common security exploits 
 
 
§ Brute force decryption 

 
Unlike brute-force password hacking, brute force decryption is a much more complex operation. To put things in 
perspective, factoring RSA’s 512-bit number to recover the public and private keys with the best known techniques 
would take up to 500 years on a 1000 Million Instructions per Second (MIPs) machine3. Nevertheless, attempts 
have been made at cracking large keys and some of them have been successful.  
 

 
§ Key leakout 

 
Key leakout is a major problem with the concept of symmetric encryption/decryption keys and most of the 
asymmetric encryption schemes described above (except DSS). Once a key leaks out, there is nothing that either 
party can do except regenerate a new key for future communications. 

 
 
3D - Session Layer 
 
 
Overview 
 
 
The session layer in the OSI model is the lowest layer responsible for end-to-end communications. It provides the 
mechanism for controlling dialogue between applications in end systems. In many cases there is little or no need for session 
layer services, as some devices only conduct node-to-node transactions, regardless of the end systems. In addition, the 
session layer is also responsible for dialogue discipline (full-duplex or half-duplex), grouping and recovery4. In devices 
which work at higher levels and usually support more than one working application/presentation layer, the session layer 
plays an important role in ensuring that data reaches the right application in good shape. It is this role that can be easily 
exploited for distributed attacks. TCP/UDP in itself, offers no inherent security mechanism and relies on other forms of 
security enhancement to boost data integrity and identity authentication. 
 
 
Security offered 
 
 
§ User filter firewall 

 
A firewall is a piece of software that acts as a filter for both incoming and outgoing traffic. If properly configured 
for session filtering, a firewall can screen port scans from distributed denial of service (DDOS) attack initiators. 
Unless coupled with other, more advanced techniques, a user filter firewall isn’t much harder to bypass than an 
application firewall itself. 
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Figure 1 : User filter firewall blocking out unauthorized users 
 
 
§ SOCKS 

 
The SOCKS protocol is a “border service enabler” first defined in RFC 1928.  It is a network access mechanism 
that controls the virtual perimeter of a network. SOCKS encompasses several policy-based functions such as 
securing content, security logging, network alarm triggering, load balancing, server load multiplexing, data 
caching, prioritized quality of service, address hiding (Network Address Translation (NAT) for different address 
spaces on different sides of a firewall) and protocol migration (eg. IPV4 on one side and IPV6 on the other side of 
a firewall). 
 
In the SOCKS architecture, a client must interact with the server through the SOCKS server. SOCKS client 
functionality is added to allow each terminal to interact with the SOCKS server before letting TCP data through. A 
key disadvantage of the SOCKS architecture is that upper levels cannot operate independently of the SOCKS layer, 
in the sense that they should all be ‘SOCKS-ified’. Individual applications need to be equipped with the commands 
to connect (request an outgoing TCP connection), bind (request an incoming TCP connection) and UDP associate 
(request a UDP connection). A simpler alternative to this would be to use application DLLs, which can be easily 
updated to adapt to the new SOCKS architecture. 
 
In order to initiate a connection, a client must first connect to the SOCKS server. When a connection request is 
made, the SOCKS client will then intercept the request and check the local policy if this destination address or port 
number should be redirected to the SOCKS server. At this point the SOCKS client sends a list of authentication 
methods that it supports and the SOCKS server responds with a selection from the list or an error (if policy 
violation or invalid requests)5. A system may use both SOCKS and SSL/IPSec simultaneously. SSL provides end-
to-end security (data encryption, authentication etc.), IPSec provides peer-to-peer connectivity and SOCKS 
provides host-to-firewall services (authorization, filtering and NAT). 
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Figure 1(a) : SOCKS client-server logical architecture 
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Figure 1(b) : SOCKS client-server protocol architecture 
 
 

§ Kerberos 
 
In the Kerberos authentication system, when a user logs on to a workstation and requests a service on the host, the 
station first contacts the internal Kerberos network. The Authentication server in the Kerberos network verifies the 
user’s access rights in the system database, creates a ticket-granting ticket and a session key. These results are 
encrypted using a key derived from the user’s password to ensure privacy. The workstation then prompts for a 
password and uses it to decrypt the incoming message. The workstation then sends a ticket and authenticator that 
contains the user’s name, network address and time to the Ticket-Granting Server (TGS). 
 
The role of the Ticket Granting Server (TGS) is to decrypt incoming ticket requests, verify them and create a ticket 
for the requested server after authenticating the user. Once the authentication and ticket-granting process is 
complete, the workstation sends the ticket and authenticator to the destination server. The destination server 
verifies the workstation’s credentials and grants access to its services. A workstation only requests authentication 
through the Authentication Server once per user logon session. A Ticket-granting request, on the other hand, is 
made once per every type of service. 

 
 

Client
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Server

Server
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Figure 1 : Kerberos Authentication architecture 
 

 
Common security exploits 
 
 
§ DNS spoofing 

 
Domain Name System (DNS) is a distributed database that maps domain names (emirates.net.ae) to IP addresses 
(194.170.1.6). DNS spoofing simply involves forcing the DNS systems into believing your domain name is 
something other than it really is and then tricking a client into initiating a communication by sending a response 
from the DNS spoofer14. Two of the most common ways of DNS spoofing are spoofing DNS responses, DNS 
cache poisoning and breaking into the platform15. 
 
In spoofing DNS responses, attackers listen to connections and predict possible DNS requests that a server might 
make. Accordingly, the DNS spoofer sends back a variety of spoofed replies to the originating server. If one of 
these replies happens to coincide with a DNS request that the originating server made, for which no other reply has 
arrived as of yet, then the DNS spoofer will have succeeded in spoofing the destination DNS. Each DNS packet 
also has an associated 16-bit ID number that DNS servers use to determine what the original query was. In the case 
of older editions of BIND (Berkeley Internet Name Daemon, a prevalent DNS server software) this ID increases by 
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1 for each query, making it easier for an attacker to spoof a DNS15. 
 
DNS cache poisoning, on the other hand, takes advantage of the fact that DNS servers cache all local zone files for 
a limited time specified by the Time-to-live (TTL) value associated with each cached record. In this method, the 
attacker sends the DNS server incorrect mapping information with a very high TTL. In this manner, the DNS 
server will reply incorrect information to all requesting servers upto TTL. 
 
  

Unsecured
Client

Attacker

Secured
Server

DNS
validation

 
 

Figure 1 : Typical DNS spoof where an unsecured client is tricked into routing data through an attacker 
 
 
§ Denial of service / Distributed denial of service 

 
A Denial of Service attack is one in which a single terminal in a network attempts to flood another terminal with 
continuous requests, so as to render its services to other terminals in the network unavailable. However, even 
though it can be a very effective technique at stalling communication by simply overwhelming a terminal with 
requests, DoS attacks can be relatively easily detected from the reasonably coherent patterns of packet flooding. 
 
A distributed denial of service attack (DDoS), on the other hand, is one in which an attacker first compromises a 
number of hosts, installs a malicious application on them, and at a later point, requests them to begin flooding a 
target host with various type of packets. The ensuing massive stream of data overwhelms the victim’s hosts or 
routers, rendering them unable to provide any service1. One of the key attributes of a DDoS attack is its ability to 
rapidly take control of a large number of diversely situated systems, which makes it particularly hard to diagnose 
such attacks, especially when they make perfectly legitimate and sometimes random requests.  
 
The actual denial of service attack in most DDoS attacks however use stereotype ping floods, smurf/protocol 
attacks and corrupted packet flooding15. However, when these attacks are launched from a single source, even with 
spoofed addresses, it is possible to trace a characteristic pattern of request flooding using tools such as MCI’s 
DOSTracker16. The key to DDoS’s effectiveness is the fact that a single computer will not have enough bandwidth 
to shut down a typical site such as cnn.com. If the same attack comes from thousands of machines distributed 
across the globe, it will be almost impossible to trace and stop such a DDoS attack. 
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Figure 1 : Distributed Denial of Service 
 
 

There are 3 principal techniques through which a DDoS attacker program is propagated – central source 
propagation, backchannel propagation and autonomous propagation. In central source propagation, the attacker 
exploits a victim terminal and loads the DDoS application on to that victim’s terminal. The attacker then acts as a 
central controller to instruct the victim to recopy the code and propagate the same onto other user terminals. In 
backchannel and autonomous propagation, an attacker generates unique copies of a DDoS attacker program, 
exploits a victim terminal and copies it to the victim terminal remotely through applications such as file transfer etc. 
The DDoS attack application is then propagated to other victim terminals. 

 
 
3E - Transport Layer 
 
 
Overview 
 
 
The transport layer provides a mechanism for exchange of data between end systems. The connection-oriented transport 
service ensures that data are delivered error-free, with no losses or duplications. The transport layer may also be concerned 
with optimizing the use of network services and providing a requested quality of service to session entities. The size and 
complexity of a transport protocol depends on how reliable/unreliable the underlying network and transport layer services 
are4.  
 
Two of the most important transport layer protocols studied in the TCP/IP model are the Transmission control protocol 
(TCP) and the User datagram protocol (UDP).  
 
 
Security offered 
 
 
§ Port filter firewall 

 
A port filter firewall forms one of the integral layers of a firewall application. Based on a fixed set of rules it 
decides whether to permit communication through a particular port or block it. The weakness of a such a system is 
that it can prevent a variety of attacks, but when ports are spoofed through another application, such attacks can 
bypass the port filter firewall. 
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§ Secure Socket Layer (SSL) 
 
The Secure Sockets Layer protocol is an open, non-proprietary standard initially promulgated by Netscape5. It is 
responsible for authentication at both the client and server, encryption of transmitted data using asymmetric key 
encryption and verification to ensure data integrity. 
 
The first step in the SSL approach is authentication. The server sends a session key to the client after 
authentication, which is used to encrypt and decrypt all communications. A variety of algorithms such as the Data 
Encryption Standard (DES), RSA’s RC4 and the IDEA algorithm can be used for encryption. 
 
The second step is verification (making a message tamper-proof) through message digestion. Message digestion is 
used to create a Message Authentication Code (MAC). Several message digestion codes such as the MD5 and 
MSA algorithm are commonly used. 
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Figure 1(a) : SSL Authentication5 
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Figure 1(b) : SSL Verification5 
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Figure 1(c) : SSL encapsulation technique 
 
 
Most network applications running the Microsoft Windows platform tend to implement SSL through the Winsock 
API5. Using the Winsock API, SSL can either be implemented as a transparent and optionally bypassable layer 
between the Session and Transport layers, or as en embedded function in the application layer itself (Application-
provided-SSL). The key advantage of Application-embedded SSL is that it gives the application flexibility to adapt 
to varying security needs without first having to go through the protocol hierarchy. On the other hand, application-
embedded SSL is relatively easier to exploit. 
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Figure 1(a) : SSL as a Layer in the Winsock implementation5 
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Figure 1(b) : Application-embedded SSL in the Winsock implementation5 
 
 

§ Transport Layer Security (TLS) 
 
The primary goal of the TLS protocol is to provide privacy and data integrity between two communicating 
applications. The TLS protocol is made up of two principal layers : TLS record protocol and TLS handshake 
protocol. One of the key advantages of TLS is that, unlike SSL, it is totally independent of the application protocol 
i.e. higher level protocols can layer on top of the TLS protocol transparently. 
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The TLS handshake protocol is higher than the TLS record protocol in the OSI hierarchy. It consists of three sub-
protocols – Change cipher protocol, Alert protocol & the actual Handshake protocol. The TLS handshake protocol  
allows the server and client to authenticate each other and negotiate an encryption algorithm and cryptographic key 
before the application protocol transmits or receives data. The peer’s identity is usually authenticated using 
asymmetric encryption, which ensures secret negotiation and reliability of the connection.  
 
The TLS record protocol resides layered on top of some reliable transport protocol (eg. TCP). It takes messages to 
be transmitted, fragments it into manageable blocks, optionally compresses the data, applies a MAC and transmits 
the result. It also provides optional connection security for data privacy using symmetric cryptography schemes 
such as DES, RC4 etc. It is used for encapsulating various higher level protocols such as the TLS handshake 
protocol. The TLS record protocol includes fields for length, description and content.  
 

 
Common security exploits 
 
 
§ Denial of service attacks 

 
A denial of service (DoS) attack forms the root of the previously described Distributed Denial of Service attack. 
The typical aim of a DoS attack is to render a terminal’s transport layer inoperable, in the hope that the system will 
either crumble and give in to the attack, or be unable to properly filter incoming communications, having been 
overwhelmed by the attack. Typical DDoS attack techniques involve ping floods, smurf/protocol attacks and 
corrupted packet flooding15. 
 
 

3F - Network Layer 
 
 
Overview 
 
 
The network layer provides for the transfer of information between end systems across a communications network. It 
relieves higher layers of the he need to know anything about the underlying data transmission and switching techniques 
used to connect systems. At this layer, the computer engages in a dialogue with the network to specify the destination 
address and request certain network facilities, such as priority4. In the event of a direct point-to-point link between end 
stations, the network layer’s unction seems rather obsolete. However, when two end stations have to communicate through 
several other stations, the network layer takes on the responsibility of ensuring node-to-node reliability so that packets 
eventually arrive at the right destination. 
 
 
Security offered 
 
 
§ Network-layer firewall  

 
A network layer firewall is a system or group of systems that enforces access control between two networks. It can 
protect against unauthenticated logins, record/monitor the status of the network and monitor abnormal intrusion of 
the protected network. Network-layer firewalls function as OSI packet filters, based on the header of the IP packet 
and rules defined by the administrator11. They check protocol IDs, source/destination IP addresses and 
source/destination TCP/UDP ports. The two principal types of network firewalls are screened host firewalls and 
screened subnet firewalls. 
 
Screened host firewalls use the concept of a ‘bastion host’ – a highly secured gateway machine exposed to the 
network and able to withstand attacks. An IP filtering router operates in such a manner that all traffic from the 
internet to the bastion host is permitted, while all traffic from the internal network to the internet is rejected unless 
it comes from the bastion host. A key advantage of this approach is that it is based on simple router filtering rules. 
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Screened subnet firewalls on the other hand use the concept of a ‘demilitarized zone’ (DMZ) between the inside 
and outside firewalls. Hosts in the private network are protected by two or more firewalls. A private network is 
created with the help of the two routers. An advantage of this approach is that no site in the network is exposed to 
the internet and that routers closed to private networks have better routing performance than bastion hosts. 
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Figure 1(a) : Screened host firewall 
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Figure 1(b) : Screened subnet firewall 
 
 
§ IP Security (IPSec) / Layer-3 Tunneling 

 
The IPSec protocol was first defined in RFC24015. It adds security to the Internet Protocol (IP). The fundamental 
components of IPSec are its security protocols (authentication header (AH) and encapsulating security payload 
(ESP)), security associations, key management (manual and automatic internet key exchange) and algorithms for 
authentication/encryption. It provides a framework for using different cryptographic techniques via negotiation and 
does not discriminate against the destination TCP/UDP5. 
 
IPSec uses headers for authentication and confidentiality. The IP authentication header (AH) is based on RFC 
2402. It provides pure authentication with no provision for confidentiality. It provides for authentication between 
host/host, gateway/gateway or a mixture of the two. The IP Encapsulating Security Payload (ESP) is based on RFC 
2406. It provides integrity, authentication and confidentiality. It provides these features for communication 
between host/host, gateway/gateway or a mixture of the two5. 
 
The IPSec mechanism uses security associations for both the IP Authentication header and the IP Encapsulating 
Security Packet. Two security associations can be distinguished by the Security Parameter Index (SPI), Destination 
IP address and the local user ID at the sending host. All security associations are only one-way. Two-way 
connections require two security associations5. The Security Parameter Index (SPI) contains the authentication 
algorithm & the algorithm mode being used by the Authentication Header, the keys used with the Authentication 
Header, the encryption algorithm, algorithm mode and transform being used with the IP Encapsulating Security 
Payload. It also records the presence or absence of cryptographic synchronization and the lifetime of keys. 
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Figure 1(a) : IPSec Architecture 
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Figure 1(b) : Transport mode IP Headers 
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Figure 1(c) : Tunnel mode IP Headers 
 

 
§ Virtual private networks (VPN) 

 
The concept of a virtual private network is quite similar to that of tunneling. A terminal wishing to gain access to a 
network goes through a series of protocols, which crevate a secure virtual connection between two terminals. 
VPNs provide server authentication, client authentication, data privacy and integrity using per-session and per-user 
short life keys.  
 
VPNs are of much greater importance in wireless networks than wired networks. In a secured wireless LAN, when 
a VPN-based system is coupled with a VPN firewall architecture, the system allows for high security user logins 
and blocks intruders from gaining access to the network in most cases, even through IP spoofing. To reduce the 
possibility of key compromise most systems use dynamic per-session or per-user keys19. 
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Figure 1 : Wireless LAN with VPN firewall architecture 
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Common security exploits 
 
 
§ IP source spoofing 

 
IP source spoofing relies on the fact that the IP protocol is a connectionless protocol, which requires no 
handshaking. It involves is the creation of TCP/IP packets using a spoofed IP address (IP addresses that aren’t 
belong to another terminal and are assumed for malicious purposes). Common examples of IP spoofing are man-in-
the-middle attacks, routing redirect attacks, source routing attacks, blind spoofing attacks and flooding. The 
attacker must first determine the IP address of a system which a client trusts. When the intruder succeeds in doing 
so, the intruder modifies a set of packet headers and sends a message to the client, so that it appears that the 
message is coming from the trusted system17. To impersonate a trusted host, the attacker must first disable and 
make sure that no network traffic gets to the trusted host. 
 
In man-in-the-middle attacks, an attacker initiates a packet sniff on links between two end points and can pretend 
to be either one in the connection. In routing redirect, an attacker can redirect routing information from the original 
host to the attacker’s system. In blind spoofing, an attacker predicts responses from a host, allowing commands to 
be sent, but the attacker does not get immediate feedback. In SYN flooding, the attacker floods the receive queue 
of a group of terminals with SYN requests from random source addresses, causing everyone to respond to a victim 
terminal. 
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Figure 1 : Attacker spoofing the IP of an unsecured client 
 

 
3G - Data Link Layer 
 
 
Overview 
 
 
The data link layer provides for the reliable exchange of data across the physical link. It send blocks (frames) with the 
necessary synchronization, error control and flow control4. It provides the means to activate, deactivate and maintain a 
physical link between two terminals.  
 
 
Security offered 
 
 
§ Point-to-Point Tunneling Protocol (PPTP) 

 
The Point-to-point tunneling protocol was proposed by Microsoft. The PPTP protocol extends the PPP model by 
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allowing level-2 and PPP endpoints to reside on different devices. The PPTP protocol encapsulates PPP frames in 
IP packets. It supports two main types of tunnel modes – client initiated and ISP initiated. In the client-initiated 
tunnel mode, the client creates a PPTP connection to a remote PPTP server directly. In the ISP initiated tunnel 
mode, the client first creates a PPP session with the access server of the ISP, which, in turn, makes a tunnel with 
the remote PPTP server. The advantage of this mode is that it offers greater security in terms of authentication, 
compared to conventional PPP links, thus ensuring greater data confidentiality over a link. 
 
 

§ Layer-2 Tunneling Protocol (L2TP) 
 
The Layer-2 tunneling protocol combines Cisco’s L2F and Microsoft’s PPTP protocols. It supports 2 types of 
messages – control messages and data messages. Control messages are used to establish, maintain and clear 
tunnels/calls. Unlike data messages, they are transmitted over a highly reliable control channel. Data messages, on 
the other hand, are simply encapsulated PPP frames carried over the tunnel and are generally transmitted over 
unreliable data channels. 
 
 

Common security exploits 
 
 
§ ARP cache poisoning 

 
The Address Resolution Protocol (ARP) serves the function of determining the mapping between IP addresses and 
MAC hardware addresses on local networks9. In order to minimize network traffic, ARP implementations update 
their cache of ARP-to-IP mappings whenever an ARP request or reply is received. If the MAC address reported in 
the packet for a given IP has changed, the new value will overwrite the old one in the cache. ARP packets are 
usually unicast and hence, difficult to detect as exploits by other stations. 
 
ARP cache poisoning is a MAC-layer attack that can only be carried out when an attacker is connected to the same 
local network as the target machine(s), limiting its effectiveness only to networks connected by switches, hubs and 
bridges, not routers9. In a typical man-in-the-middle ARP attack, the attacker (host B) sends an ARP reply to C 
stating that A’s IP maps to B’s MAC address. Since ARP is a stateless protocol9, hosts A & C assume they sent an 
ARP request at some point in the past and update their ARP caches with this new information. When A tries to 
send a packet to C, it will go to B instead. Host B can abuse this advantage to forward the packets to Host C after 
monitoring/modifying them.  
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Figure 1(a) : Setting up an attack against A & C by ARP cache poisoning 
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Figure 1(b) : Performing an attack against A & C without being detected 
 

 
3H - Physical Layer 
 
 
Overview 
 
 
The physical layer covers the physical interface between devices and the rules by which bits are passed from one to another. 
The physical layer has four important characteristics – mechanical, electrical, functional and procedural4. Being the lowest 
layer in the OSI architecture, it is usually not the most attacked network layer, yet, is nevertheless, one of the most 
vulnerable. The advantage of the physical layer is that unlike the other layers, in almost all cases, it cannot be tempered with 
remotely – it has to be physically tampered with. 
 
 
Security offered 
 
 
§ Fiber optic media 

 
Though not the most innovative of security techniques, it is probably just as effective. Fiber optic media, unlike 
conventional copper-cable based media and wireless media, are very hard to tap into without destroying the 
communication medium for a period of time. In the fiber-optic medium, in order to tap into a line, the attacker 
should physically sever the line for a fixed amount of time and then tap back into the line. If fiber-optic 
transmission devices incorporate mechanisms for detecting changes in signal intensity and other parameters (which 
do not vary to a great degree from transmission to transmission in fiber optic media), then attackers will never be 
able to tap into the network and go unnoticed. 
 
 

§ Frequency hopping spread spectrum 
 
Frequency hopping is a simple, yet innovative technique employed in wireless communication to defeat physical 
layer attacks. In frequency hopping, the signal is broadcast over a seemingly random series of radio frequencies, 
hopping from one to the other at split-second intervals. Any terminal that is aware of this seemingly random 
frequency hopping pattern can home into the signal and receive it. For stations unaware of the pattern, the only 
signals they’ll be able to receive are unintelligible blips4.  
 
In the transmission process, binary data is fed into a modulator using a D/A encoding scheme such as Frequency 
Shift Keying (FSK) or Binary Phase Shift Keying (BPSK). ON reception, the spread spectrum signal is 
demodulated using the same seemingly-random sequence of frequencies. 
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Figure 18 : Spread spectrum frequency hopping 
 
Common security exploits 
 
 
§ Line tapping 

 
One of the most common forms of physical layer security breaches is line tapping. Using complex, but not difficult 
to develop modems an attacker may be able to intercept unencrypted communication between two devices. A key 
factor here is that the attacker should usually perform such an intrusion before or during call setup in order to avoid 
a painstaking trial-and-error process of determining the protocols used by the communicating terminals. 
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4A - Summary 
 
 
This research paper successfully studied some of the most common network security issues, in terms of security options and 
vulnerabilities at different layers of the OSI model. A significant portion of the paper covered basic techniques used in 
different layers of a network firewall. 
 
At the application layer, the report studied two principal types of application security – security between a user/terminal and 
security between a terminal/network. Common security option such as application filter firewalls, user passwords and smart 
cards were discussed. One of the most dangerous vulnerabilities of this layer was uncovered in the brief study of application 
masking. In contrast, the presentation layer proved to be a relatively well secured layer, owing to simple, yet hard to crack 
encryption techniques. The session layer was studied from the perspective of Microsoft Windows based network stations, 
with references being made to the Winsock architecture. A key vulnerability of this layer is that its relatively poor security 
architecture can be exploited for powerful attack such as Distributed Denial of Service attacks, which make use of lower 
layer services on distributed networks to wreak havoc with target networks. 
 
The transport and network layer were quite similar in their approaches to network security, as they both relied on securing 
the layer itself, rather than remote authentication of layer data. Typical attacks such as spoofing attacks and security 
alternatives such as SSL, TLS, IPSec and VPN were studied in detail. Most of the attacks at these two layers focused on 
violating data confidentiality, rather than damaging the network itself.  
 
The data link layer proved to be one of the most vulnerable layers in the OSI model, as a number of terminals on common 
networks are devoid of higher levels in the OSI model and rely heavily on the poor security of this layer for data 
confidentiality. These weaknesses were exploited in attacks such as ARP cache poisoning and common eavesdropping 
attacks. The most commonly chosen security alternative for this layer is tunneling.  
 
In conclusion, after the research involved in this term paper, it is obvious that most network attacks take place between the 
presentation layer and the network layer. Frighteningly enough, if one sees the infinite possibilities which attackers are 
afforded to breach network security, it’s strange to note how so many people seem oblivious of security when they perform 
tasks such as checking private e-mail or purchasing goods over the internet. Most network access applications come 
bundled with a combination of the bare-minimum in network security protocols at the presentation and transport layers. 
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